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1. O0mmue moy10KeHUS

KonTtponrsHo-onienounsie cpenacta (KOC) npennazHadeHsl 4jisl KOHTPOJIA U
OLICHKH  OOpa30BaTEeNbHBIX  JOCTIDKEHHUH  OOyYaroIMXCs,  OCBAMBAIOIIMX
nporpammy  yueOHoil  gucuurmummHbl  OI1.01  OcHoBbl  mHMOpMaMOHHON
0€30MacHOCTH.

KOC BkIOYarOT KOHTPOJBHBIE MaTepuaibl IS MPOBEICHUS TEKYIIETO
KOHTPOJISI U TPOMEXKYTOYHOM aTTecTa B popme 3K3aMeHa!

HanmenoBaHue pe3yiabTaTta 00y4eHHs

Pesynbrarhl 00ydeHus (OCBOCHHBIE YMEHHs, YCBOCHHBIC 3HAHMS)

Kogllg K, YMenus 3HaHus
OK 03, — KiIaccu(uuupoBaTh — CYIIHOCTb M TOHATHE WH(POPMAIMOHHOM
OK 06, | zammmiaemyro 0€30IaCHOCTH, XapaKTEPUCTHKY €€ COCTABJISAIONINX;
OK 09, | mrdopmarnmioo 10 BHIAM — MecTo MH(OPMAIMOHHOW OE€30MacHOCTH B
TaWHBI u CTCTICHSIM | cECTEeME HAallMOHAIBHOMN 0€301MacHOCTH CTPAHBI,
CEKPETHOCTH; — BHJbI, MCTOYHUKH W HOCUTEJIH 3alllyIacMoi
— KJIacCH(UIUPOBATH | MH(YOpPMALIUHY;
OCHOBHBIC YIpO3bI — HCTOYHHKU yrpos 0e30macHOCTH
GesomacHocTH nH(GOPMAIIMU ¥ MEPHI 110 UX MPETOTBPAIICHUIO;
HH(OpMALHH; — (axTopsl, BO3JICHCTBYIOIIIHE Ha
nH(pOpMaLIUIO npu ee 00paboTke B
ABTOMATU3HPOBAHHBIX (nHGOPMAITHOHHBIX )
CUCTEMaX,
— KU3HEHHbIE IIUKITBI uH(popManun
OTPaHUYEHHOTO JIOCTYNa B IPOLIECCE €€ CO3/IaHus,
00paboTKH, mepeaauu;
— COBpPEMEHHBIE  CpeACTBAa H  CHOCOOBI
obecrieyeHnss HHPOPMALIMOHHOM 0€30MacHOCTH;
— OCHOBHBIE METOJUKH aHalu3a Yrpo3 W
pUCKOB MHGOPMAIITMOHHOMN 06€3011aCHOCTH;




2. CTpyKTypa KOHTPOJbHBIX 3aJaHUI
2.1.3aianus TeKyero KOHTPOJIf

Tema 1.1 OcHOBHBIE OHATHSA U 321a44 HHPOPMALMOHHO 0€30MaACHOCTH

3aoanue 014 yCmMHO20 ORPOCA RO MEeMAM

1. IMousarust uapopManu ¥ HHPOPMAITMOHHON OE30TTaCHOCTH.

2. Uadopmanus, cooOumieHus, WHGOPMAIIMOHHBIC IPOIECChl KaK OOBEKTHI
nH(OPMAIIMOHHON OE30MaCHOCTH.

3. O0630p 3aImuUIIaeMbIX OOHEKTOB U CUCTEM.

4. TlonsaTue «yrpo3a nHopmanum».

5. IlonsTHe «pUCK MHPOPMALTMOHHON OE301aCHOCTH.

6. [Ipumeps! npectyruienuii B chepe nHGpopMaui ¥ HHPOPMAITMOHHBIX TEXHOJIOTUH.

7. CymHoCcTh GYHKIMOHUPOBAHMS CHCTEMBI 3aIIUTHI THPOPMALIUH.

8. 3ammra yemoBeka OT OMAacHOM WHGOpPMAMM M OT HEUHPOPMHPOBAHHOCTHU
obnactu nH(pOpMaAIMOHHOM 0€30MaCHOCTH

Tema 1.2 HopMaTHBHO NpaBoBoe peryJiMpoBaHue 3a1UThHI HHGOpMaLU

3aoanue ona ycmnozo onpoca no memam

1. Opranu3annoHHas CTPYKTypa CUCTEMBI 3aIlUThl HHGOpMaLUu. 2. 3aKOHOAaTEIIbHbIE
aKThl B 00JIACTH 3alUTH HH(POPMAIUH.

3. Poccuiickue u MeXIyHapOAHbIe CTAaHJApPThI, ONIPEeIIsolIe TPeOOBaHUS K 3aIlUTe
uH(pOpMaLIUH.

4. Cucrema ceprudukanun PO B ob6nactu 3amuThl HHGOPMAIIHH.

5. OcHOBHBIE NpaBUJIa U JOKYMEHTHI cUCTeMbI cepTHukanuu PO B o01acTu 3amuThl
uHpopMaun

Tema 1.3 Knaccupukanus 0e30nacHOCTH

3aoanue ona ycmmnoz2o onpoca no memam

1. [lemocTHOCTD, TOCTYITHOCTh U KOH(DHACHIIMAIEHOCTH HH(DOPMAITUH.

2. Knaccudukanust unpopmanmu no BuAaM TailHbI U CTETICHSIM KOH(PHUIEHITUATBHOCTH.

3. IloHsATHS rocynapcTBEHHON TaliHbI M KOH(DUICHIIMATBHON HH(pOpMAIHH.

4. )KuzHeHHbIe UKIJIBI KOH(DUICHIIMAILHON WH(OPMAIIUU B MPOIIECCE €€ CO3AaHMS,
00paboTKH, epenayu.

5. lenu u 3a1aun 3a1MThl HH(GOPMALIHH.

6. OCHOBHBIE TIOHATHS B 00JIaCTH 3aIIATHI MHPOPMALIUU

7. DnemeHTHI TIporiecca MmeHekMeHTa Ub.

8. Monens uHTErpanuy HHHOPMAITMOHHON 0€30IMaCHOCTH B OCHOBHYIO JICSATEIIBHOCTh
OpraHH3aIuu.

9. INoHsATHE TOTUTHKH OE30MTaCHOCTH

Tema 2.1 Yrpo3sl 6e30macHOCTH 3a1IIUTHI HHPOPMALMH U OCHOBBI 3AIHMThI

uHpopManun
3aoanue 0131 yCMHO20 ONPOCca no memam
1. TlonsTue yrpo3sl 6€30MacHOCTH UH(POPMAIIIH.

2. CucremHas kiraccudukamms yrpo3 6€30macHoCTH HH()OPMAIIHH.



3. Kananibl 1 MeTO/IbI HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH(POpMAIIHH.

4.  Vsa3BuMocTH. MeTo/Ibl OLIEHKU YSA3BUMOCTH UH(OPMALIUH.

Tema 2.2 MeTomos1oruyecKue mMoAXoAbl K 3amure HHGopManuu

3aoanue 014 yCmMHO20 ORPOCA RO MEeMaAM

1. Ananu3 CylecTBYIOUIUX METOAUK OINpeaeNieH!s] TpeOOBaHUM K 3a1uTe HHPOpMaIUH.

2. [Tapamerpsl 3ammmaemMoil HHGOpMaIK 1 OlleHKa (PaKTOPOB, BIMAIOMUX Ha TpeOyeMbIi
YpOBEHbB 3alIUThl HHPOPMAIUH.

3. Buabl Mep 1 OCHOBHBIE IPUHIIMIIBI 3AIIUTH HHPOPMALUH

Kpurepun onenku
«OTJIMYHO)» CTABUTCS, €CIIH:

- JlaH TIOJIHBIM, pa3BEpPHYThIII OTBET Ha IIOCTABJIEHHBIA BOIPOC, ITOKa3aHa COBOKYITHOCThb
OCO3HAHHBIX 3HAaHUH O MaTepuaiax, TEXHOJOTHUSIX U3yUEHNUS;

- I0Ka3aTeJIbHO PACKPBIThl OCHOBHBIE MTOHSATHUSI, TEPMUHBI U JIP.;

- B OTBETE OTCIEKHUBACTCS  YETKas  CTPYKTypa, BBICTPOCHHass B  JIOTMYECKOH
MOCJIEI0BATEIbHOCTH;

- OTBET U3JIOKEH TPAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BOIPOCHI JaBAJTUCh YETKHE, KOHKPETHBIE OTBETHI, I0Ka3bIBasi YMEHUE BBIJICIIATh
CYILIECTBEHHBIE U HECYIIECTBEHHbIE MOMEHTHI MaTepuraa.

«Xopomuo» CTaBUTCSI, €CIIU:

- JlaH TOJHBIM, pa3BEpHYTHIM OTBET HA IMOCTABJIECHHBIA BOMNPOC, IMOKA3aHO YMEHUE BBIJIECIATH
CYILIECTBEHHBIE U HECYIIECTBEHHbIE MOMEHTBI MaTepuaa;

- OTBET YETKO CTPYKTYPHPOBaH, BBICTPOECH B JIOTMYECKOH IOCIIEIOBATEIbHOCTH; - HU3JI0XKEH
IPaMOTHBIM S3bIKOM;

- OJHAKO OBIIM JONYLIEHBI HETOYHOCTH B OINpPENENeHUH MOHATUH, TEPMHUHOB U JIp.
«Y10BJICTBOPHUTEIbHO» CTAaBUTCS, ECIINU:

- J1aH HETIOJIHBIM OTBET Ha IOCTABJIEHHBIA BOIIPOC, JIOTUKA M MOCJIEI0BATEIBHOCTh U3JI0KEHUS
MUMEIOT HEKOTOPBIE HapYILIECHUS;

- JONYUIEHbl HECYUIECTBEHHbIE OMIMOKM B M3JIOKEHUM TEOPETUYECKOro Marepuaia u
yIoTpeOIeHUH TEPMUHOB;

- 3HaHUS MOKa3aHbl €J1a00, pedb HErpaMOTHaSsI.

«HeynoB1eTBOPUTEIBHO» CTABUTCS, ECIIN.

- J1aH HETIOJIHBIM OTBET Ha IIOCTABJIEHHBIN BOIPOC, JOTHMKA U MOCIEA0BATENbHOCTD U3JI0KEHUS
UMEIOT CYLIECTBEHHBIE HAPYILIECHNUS;

- JIONYIIEHBI CYIIECTBEHHBIC OIMMOKH B TEOPETHYECKOM Marepuaie (IMOHATUSX, TEPMUHAX); -
3HAHUS OTCYTCTBYIOT, p€Ub HErPaMOTHAs.

2.2.3aianust py0e;KHOT0 KOHTPOJISI
Konrtpomnbnas padora Ne 1 «Teopernueckrie 0CHOBBI HH(GOPMAIIMOHHON 0€30IacHOCTH.
Llenb: mpoBepUTH TEOPETHUYECKHE 3HAHUS M IMPAKTHUYECKHE HABBIKM IO TeMaM JAMCLUIUIMHBI
OI1.01 «OcHoBbI MH(POPMAITMOHHON OE30MTACHOCTH.
3aganue. OTBETUTH HA NTOCTABIECHHBIE BOPOCHI
Bapuanr 1
1. [TonsiTne «yrposa nHdopmanum».
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2. Knaccudukanus nadopManuu mo BUIaM TaliHBI U CTETICHSIM KOH(PUICHIIMATIbHOCTH.
3. [TonsTHS TOCYIapCTBEHHOM TailHBI 1 KOHPUACHIIMAIBHOW HH(pOpMAITUH.

4. Kananel 1 METOIbI HECAaHKIIMOHUPOBAHHOTO JTOCTYMA K HHPOPMAITHH.

Bapuanr 2

1. [TonsaTne «prcka HHPOPMALMOHHOHN GE30MaACHOCTH.

2 Cucremnas kiaccudukanys yrpo3 0€301macHOCTH HH(OpPMaIUH.

3. [TonsATHE MOMUTHKNA 0€30MACHOCTH.

4 VYs3BuMocTd. MeTobl OLIEHKH YSI3BUMOCTH MH(pOpMAIUU

Kpurtepnu onenku

OTMeTKOH «OTJIMYHO» OLEHUBAIOTCA OTBETHI, KOTOPHIC IOKA3bIBAIOT IIPOYHBIE 3HAHUS
OCHOBHBIX NOHATUH M 3a7ay H3y4aeMOW AMCLUUIUIMHBL, OTIMYAIOTCA IIIyOMHOM M IMOJHOTOH
pPacKpbITHsL  BOIIPOCOB; BIAJACHUE TEPMUHOIOTMYECKMM  allllapaToM; YMEHHME [aBaThb
OIpe/ieNIeHus, ONMUCHIBATh IOCJIE0BATEIbHOCTh TEXHOJIOTUH MaTepuasioB, UX OCOOCHHOCTH,
JIeNIaTh BBIBOJBI M 00OOIIEHUS, 1aBaTh apTYMEHTUPOBAHHBIE OTBETHI, IPHBOAUTH IPUMEPHI.

OTMeTKOH «XOpOLIO» OLEHUBAIOTCA OTBEThl, OOHAPYXKHUBAIOIME IPOYHBbIC 3HAHMSA
OCHOBHBIX HNOHATHH M 3a7ay H3y4aeMOW AMCUUIUIMHBIL, OTIMYAIOTCA TIIyOMHOH M IMOJHOTOH
pPacCKpbITHSL  BOIIPOCOB; BIAJACHUE TEPMUHOJIOTMYECKMM  allllapaToM; YMEHHME  [aBaThb
OIPENEICHUsA,  OIMCHIBATH  IIOCIIEJOBATEIbHOCTH TEXHOJIOTUH MaTepHUalloB, ux
0COOEHHOCTH, JedaTh BBIBOABI M 0000IIEHUs, IPUBOAUTH MpUMepbl. OHAKO JOMYyCKAIOTCS
JIBE-TPU HETOYHOCTH B OTBETAX.

OTMeTKOH «YAOBJIETBOPUTEJNbHO» OLCHUBAIOTCS OTBETHI, CBUICTEIBCTBYIOIIME B
OCHOBHOM O 3HaHUM MaTepUaIIOB, WX CBOMCTB, TEXHOJOIWH, HO OTJIMYAKOIIHECH
HEJ0CTAaTOYHOW TIJIyOMHOM U MOJIHOTOM pAacKphITHS TEMBbl; 3HAHHMEM OCHOBHBIX BOIIPOCOB
TeopuH; ciaabo  cHOpPMUPOBAHHBIMM HaBBIKAMH aHAJIM3a TEM HW3y4aeMOW JUCIMILIMHBI,
HEJOCTATOYHBIM YMEHHMEM JaBaTb AapryMEHTUPOBAHHBIE OTBETHl M IPUBOAUTH IIPUMEPHI.
JlomyckaeTrcsi HECKOJIBKO OMIMOOK B COJEPKAHUHU OTBETA.

OTMeTKO#H «HeyI0BJIeTBOPUTEIbHO» OIICHUBAIOTCS OTBETHI, OOHAPYKUBAIOIINE HE3HAHUE
MaTepHaloB, WX CBOWCTB, TEXHOJOTMH H3ydyaeMOW MHpeAMETHONH o00JacTH, OTIMYaoLIHecs
HETITyOOKHM  pacKpbITHEM TEMBI; HE3HaHUEM OCHOBHBIX BOIIPOCOB TEOpUH,
HeC()OPMUPOBAHHBIMU HAaBbIKAMM aHalU3a TE€M  H3y4aeMOW  JUCHMIUIMHBI,  HEYMEHHEM
JaBaTh ~apryMEHTHUpPOBaHHblE OTBEThl. JlomyckaroTcs cepbe3Hble OIIMOKM B COJEp)KaHUU
OTBETOB.

2.3.3apaHusi 1J151 MIPOMEKYTOYHOM aTTeCTAIMU

JK3aMeH MPOBOAMUTCA MO Y4eOHOM IUCHMIUIMHE B YCTHOW ¢opMme Mo Bompocam, B
KOTOPBIX OTpa)keHa IPOBEPKa OCBOEHUS 00Y4aIOIUMKCS YMEHUN U 3HAHUH.

Kpurtepun ouneHku:
OrneHka 0CBOEHUS OCYILIECTBIISAETCS 10 PE3yJIbTaTaM OTBETA 3K3aMEHYEMOT0.

OneHka <OTJIMYHO» — BBICTABJISIETCS TP IIOJHOM CaMOCTOSITEIbBHOM OTBETE Ha
IpeJJIOKEHHBIE BONPOCHI: TEOPETUUYECKUH MaTepuai PacKphIT IOJHOCTHIO, OOydaromuics
BJIa/I€ET 3HAHUSMU U YMEHUSAMHU, MOKET OOBSICHUTh UX PUMEHEHUE Ha MTPaKTUKE.

OuneHkKa «XOpOLI0» — BBICTABIISETCS MPHU MOJIHOM OTBETE HA MPEUI0KEHHBIE BOIPOCHI:
TEOPETUYECKHI MaTepuan pacKpbIT MOJHOCTHIO, OOy4aroUIMiicsi BiajeeT 3HAHUSMH TEOPHH,
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MOXET OOBSACHUTh MX NPUMEHEHHE Ha MPAKTHKE, HO B OTBETE€ €CTh HETOYHOCTH, JOIYIICHA
HapylleHHe JOTUKH BOIpoca.
OneHka «ya0BJIETBOPUTENbHO» — OOYYAIOLIMIICS BaneeT 3HAHUAMU M YMEHHSMH,
MOJKET OOBSICHUTh UX IPUMEHEHUE HA IIPAKTUKE, HO B OTBETE €CTh HETOYHOCTH, HE IOCTATOYHO
PACKPBITHI OTBETHI HAa IOCTaBJIEHHBIE BOIIPOCHI, OTBET HE CAMOCTOSITEIbHBIH, JOMYLIEHbI OLIMOKU
pu (GOpMYIMPOBAHUU OCHOBHBIX MO3ULUI TEOPUU U IPUMEHEHMSI UX Ha MPaKTHKE.
OuneHka «Hey/10BJIeTBOPUTEIbHO» — 00YJaIOUINIICS HEJOCTATOYHO BJaJICeT 3HAHHUSIMU
U YMEHUSMHM, [JOIycKaeT IpyOble OIIMOKM M HETOYHOCTH BO BpeMs OTBETa, OTBET Ha
IIOCTaBJIEHHBIE BOIIPOCHI HE JJaH.
Bomnpocekl k 3xk3aMeHy 110 y4eOHOM qucuIVInHEe « OCHOBBI HHPOPMAIIMOHH O
0e30macHOCTH»
1. JlaiiTe XapaKTEpUCTHKY COCTABISIOMUX "HHPOPMAITUOHHON O€30MaCHOCTH" IPUMEHUTEIEHO
K BBIUYUCIIUTEIILHBIM CETSM.
2. Ilepeuncante OCHOBHbIE MEXaHU3MbI 0€30MACHOCTH.
3. Kakmne MexaHn3Mbl 0€301MaCHOCTH UCIIONB3YIOTCA ISl 00eCTIeYeHNsT KOH(UACHIIHATIEHOCTH
Tpaduka?
4. Kaxue MexaHu3Mbl 6€3011aCHOCTH UCIIOJIB3YIOTCA I o0ecredeHns "HeoTKa3yeMocTu"
cUCTEMBbI?
5. Yro moHMMAaeTCs MoJl aIMUHIUCTPUPOBAHNEM CPEICTB Oe30macHoCTh?
6. Kakwue Buapl H30BITOYHOCTH MOTYT HCITOJIb30BAThCS B BEIYMCIUTEIBHBIX CETSIX?
7. Kak oOHapyXuTb 3arpy304HbII BHpPYC?
8. XapakrepHble 4epThl MaKpOBHUpYcCa.
9. SIBnsercs aM HalIU4YKMeE CKPBITHIX JTUCTOB B EXCel mpu3HakoM 3apaxkeHus MaKpOBUPYCOM?
10. Iepeuncaure Hanbosee pacpocTpaHEeHHBIE ITYTH 3apakKeHUS] KOMITBIOTEPOB BUPYCAMHU.
11. OcobeHHOCTH 3apa’keHUsI KOMIIBIOTEPOB JOKAJIbHBIX CETEH.
12. Kak orpaHuuuTh 3apakeHre MaKpOBHUPYCOM IpU paboTe ¢ OPUCHBIMU MPUIIOKEHUAMU?
13. Kak 00HapyXHUTh PE3UICHTHBIA BUPYC?
14. Kak mpoBepuTh CUCTEMY Ha HaJIMYUE MakpoBHupyca?
15. TlepeuncnuTe OCHOBHBIE ATAIlbl AITOPUTMA OOHAPYKEHUSI BUpYCa.
16. Kakre 0COOCHHOCTH 3apa)KEHUSI BUPYCAMH IPU UCTIOJIB30BAHUN MICKTPOHHON TTOUYTHI?
17. TlepeuncnuTe OCHOBHBIE IIPABUJIA 3aLIUTHI OT KOMIBIOTEPHBIX BUPYCOB, IIOJy4YaeMbIX HE U3
BBIYUCIIUTENBHBIX CETEH.
18. Kak orpannuuTh 3apakeHue MaKpOBUPYCOM IpU paboTe ¢ OPUCHBIMU MPUITOKEHUIMU ?
19. Kak paccMaTtpuBaeTcs ceTh B KOHLENIMU poTokona IP?
20. IIpeobpa3zyiite IP-agpec "11110011 10100101 00001110 11000001" B necstrunyto hopmy.
21. U3 xakux vacrteit coctout IP-agpec?
22. Jlns gero npennaznadeH DNS-cepsep?
23. IlepeuncauTe Kinacchl yJaJIEHHBIX yTpo3.
24. Kak kyaccu(uuupyroTcs yajJeHHble YIPO3bl 'TI0 XapakTepy Bo3aencTBus"?
25. OxapakTepu3yiTe yJIaleHHbIe YTPO3bl 'O 1IeTTH BO3ACHCTBUS
26. JlaiiTe onpeneneHue MapuIpyTu3aTopa.
27. Yrto Takoe MojceTh U CerMeHT ceTu? YeM OHU OTINYaroTCs?
28. Uto Takoe IP-angpec?
29. CxonbKo Ki1accoB cerelt onpenenseT |P nmporokon?
30. K xakomy KJ1accy OTHOCHTCS ciienyromuid aapec: 199.226.33.1687



31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.

53.
54.

55.

56.

57.

58.

59.

Kaxoit u3 atux ampecoB He MoxeT cymectBoBaTh: 109.256.33.18 wnm 111.223.44.17
[TosicuuTe MOHATHE TOMEHA.

B yem 3akioyaercst nepapXuuecKuil MPUHIUI CUCTEMBbI IOMEHHBIX HMEH?

Kak knaccuuuupyrorcs yiaieHHbIe Yrpo3bl ''TI0 pacIoNokeHUI0 CyObeKTa 1 00beKTa
yrpo3bI'?

MoskeT 51 macCUBHas yrpo3a IPUBECTU K HAPYIIECHUIO I[EJIOCTHOCTH HHPOpMAIIH?

Urto Takoe MmoAceTh U CerMeHT ceTu? YUeMm OHM OTIHYaIOTCs?

Ilepeuncnnure OCHOBHBIE IPUYMHBI YCIEIIHON pealu3aluy yJAIEHHbIX yIpo3
UH(POPMALIMOHHOHN 0€30MaCHOCTH B BHIYHCIUTENBHBIX CETAX.

[Touemy BUpTyalibHOE COEIMHEHUE HE 00ecIeunBaeT TpeOyeMOoro YpOoBHsI 3aIIUThI
BBIYUCIIUTEILHBIX CETEH?

Kakas u3 npu4uH NpUBOIUT K YCIEXY yIAJICHHOM yrpo3sl "aHaiau3 ceTeBoro Tpapuka'?

B yem 3akioyaroTCs MpenMyIEecTBa CETH C BHIJICTICHHBIMHI KaHaJIaMU?

Kakue anroputmsl yaneHHoro novucka Bam n3BecTHbI?

Kakoii u3 anroputmoB noucka 6osee 6e30macHbIi?

Uro siBIIsSI€TCSI CIEACTBHEM HEOCTATOYHON ayTeHTH(PHUKAINN CYOBEKTOB U 00BHEKTOB
BBIYUCITUTEILHBIX CETEH?

K yemy npuBOIUT HETIOCTATOUHOCTH HHPOPMAIIHH 00 00bEKTaX BRIYUCIUTEIHLHON CETH?
[IpuBeauTe mpumep.

MoskeT a1 OBITh HapylIeHa IeTOCTHOCTh HH(POPMAITUH IIPH OTCYTCTBUU B PaCIIpeIeIeHHBIX
BBIYUCITUTENFHBIX CETSIX BO3MOXKHOCTH KOHTPOJIS 32 MapIpyToM coobuiennii? [logemy?
Kak moBBICHTD 3aIIUIIIEHHOCTh BHIUMCIUTEIBHBIX CETeN MPHU YCTAHOBJICHUH BUPTYaIbHOTO
coeIMHEHUA?

Kak MOXHO 3alIUTUTh CETh OT pealu3alliy aTaku '0TKa3 B 0OCITyKUBaHUU'"'?

Kak MOKHO KOHTPOJIMPOBATh MapUIpyT COOOIIEHUS B CETU?

Knaccudukanus yrpo3 naHpopmanmoHHONW 6€301aCHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM T10
0a30BBIM IPU3HAKAM.

VYrpo3a HapyuieHus KoHpuaeHalIbHOCTH. OCOOEHHOCTH U IPUMEPHI PEATTU3ALIUN YTPO3bI.
VYrpo3a HapylIeHus HEeI0CTHOCTH JaHHbIX. OCOOEHHOCTH U IPUMEPHI PEATTU3ALIUN YTPO3bI.
VYrpo3sa otkasza ciayx0 (yrpo3a oTkasa B goctyre). OcOOEHHOCTH U IPUMEPDI PeaTH3aI[iH
YIPO3bL.

VYrpo3a packpsITusi HapaMeTpoB cucTeMbl. OCOOEHHOCTH U MPUMEPHI PEATU3ALUU YTPO3BI.
[TonsiTrie monuTUKKU 0€30MaCHOCTH MH(POPMAIIMOHHBIX cucTeM. HazHaueHne nonuTuku
0€30MacHOCTH.

OcCHOBHBIE THIIBI TOJUTHKU O€30MMACHOCTH JOCTYyINA K TaHHBIM. JIUCKpEeLIMOHHBIE U
MaH/IaTHBIE TIOJIUTUKH.

TpeboBaHMs K cUCTEMaM KpUNTOrpauueckon 3alUThl: KpUNTOrpaguueckue TpeOoBaHus,
TpeboBaHus HAASKHOCTH, TpeboBanwus 1o 3ammuTte oT HCJI, TpeboBanust K cpencTBam
pa3paboTKH.

3aKoHOAATENbHBIN ypOBEHb OOecrnieueHus: HHOpManoHHON 6e30macHocTi. OCHOBHbBIE
3aKoHoAaTenabHble akThl PD B 061acTu 3amiuThl HHGOPMALIUK.

OYHKIMH U Ha3HaYeHHEe CTaHAapTOB MHGOpMaIMOHHOM Oe3omacHocTy. [Ipumepsl
CTaH/IapTOB, UX POJIb IPU MPOEKTUPOBAHUU U Pa3pabOTKe HHPOPMAIIIOHHBIX CHCTEM.
Kpurepun omeHkn 6€30macHOCTH KOMIBIOTEpHBIX crcTeM («OpakeBast KHUTa»). CTpyKTypa
TpeboBanuit 6e3onmacHocTH. Kimacchl 3amuineHHOCTH.
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OCHOBHBIE TIOJIOKEHUSI PYKOBOAIIMUX JOKYMEHTOB ['ocTrexkomuccun Poccuu.
Knaccugukarus aBToMaTH3MpOBAHHBIX CUCTEM IO KJIaccaM 3amuiieHHocTy. [lokazarenu
3aLIUIIEHHOCTH CPEJICTB BEIYMCIUTEIBHON TEXHUKN OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
Enuneie kpurepun 6€30macHOCTH WHPOPMAMOHHBIX TexHoJorui. [TonsTue npopuns
3anuThl. CTpyKTypa MpoQuIIs 3aIUThHI.

Enuneie kpurepun 6€30MacHOCTH WH(POPMAIMOHHBIX TeXHOJIOTHMA. [IpoeKT 3amuThl.
TpeboBanus 6e3omacHoctd (QyHKIMOHAIBHBIC TPEOOBAHMS U TPEOOBAHUS aJICKBATHOCTH).
AJIMUHUCTpPAaTHUBHBIN YPOBEHb 3alIUTHI MH(OpMaIK. 3aa4u pa3InYHbIX YPOBHEH
yIpaBIeHUS B PEIICHUH 3314 00ecrieueHus: MHPOPMAIMOHHON 0€30MIaCHOCTH.
[TponenypHbIit ypoBeHB 0OectieueHus: 6€30nacHOCTU. ABTOpU3aLUs OJIb30BaTENIEH B
UH(POPMALIMOHHOH CUCTEME.

Wnentudukanus u ayTeHTU(GUKaLus Ipu BXo1e B UHHOPMAITIOHHYIO CHCTEMY.
Hcnonp30Banne MapoabHBIX cXeM. HeocTaTku mapoibHbBIX CXEM.

Wnentudukanus u ayreHTuuKanus nonp3osateneil. [[puMenenue mporpaMmMHO-
anmnapaTHBIX CPEJICTB ayTeHTU(UKAIIMU (CMapT-KapThl, TOKCHBI).

bruomerpuueckue cpeacTBa HACHTU(UKAUN U AyTeHTU(DUKALINY TTOJTb30BaTENEH.
AyTteHTHQUKAIHS CyOBEKTOB B pAaCIPEICICHHBIX CHCTEMAaX, MPoOJIeMbl U pemieHus. Cxema
Kerberos.

AymuT B nuH(GOpMalMOHHBIX cucTeMax. OyHKIUN U Ha3HAUYEHUE ayIuTa, €ro pojb B
obecrieueHnn HHPOPMAIIMOHHON OE30IaCHOCTH.

[TonsiTHe 3neKTpOHHOM U poBoii nmoanucu. [Ipoueayps! popMupoBanus HUPPOBOIA
MOJIITHCH.

3aKOHOATEIbHBIN YPOBEHD MPHUMEHEHUS U(POBOI MTOATUCH.

Mertonbl HecumMeTpuyHOro mudposanus. Mcnoap3oBaHNe HECUMMETPUYHOTO IIU(PPOBAHUS
JUis 00ecTeyeHUs [IEIIOCTHOCTH JIaHHBIX.

OCHOBHBIC HOPMATHUBHBIE PYKOBOJISIINE TOKYMEHTHI, KACAIOIIUECs TOCYIapCTBEHHON TaliHBI,
HOPMAaTHBHO-CIIPABOYHBIE JOKYMEHTHI.

Mecto nH(popMaIoHHOH 0€30MaCHOCTH YIKOHOMHYECKHX CUCTEM B HAllMOHAIBbHOM
6e3omacHocTH cTpaHbl. KoHuenus nHpopMaioHHON 0€30MacHOCTH.

Cpencrtsa obecrnieuenust nHdGopmannonHoi 6ezomnacaoctd B OC Windows. Pasrpanndenue
JIOCTYTIA K JIaHHBIM. [ pynmoBast OJIUTHKA.

[Tpumenenue ¢aitnosoit cucremsl NTFS s o6ecnieuenns nHpopManoHHOH 0€30MacHOCTH
B Windows. Crincku KOHTpostst fjoctyna Kk gaHHbIM (ACL) ux posib B pa3rpaHMueHUH JOCTYIa
K JAHHBIM.

[Tpumenenue cpencts Windows Juist mpe0TBpallieHusl yrpo3 pacKpbITUS
KOH(pHAeHIIMaTbHOCTH JaHHbIX. [lIndpoBanue nanupix. @ynkiuu u HasHaueHue EFS.
Pasrpannuenue nocrymna k ganaeiM B OC cemeiicta UNIX.

[Tonw3oBarenu u rpynmnsl B OC UNIX.

[Monb3oBarenu u rpymmnsl B OC Windows.

OcHOBHBIE 3TaIbl Pa3pabOTKH 3AIUIIEHHOW CUCTEMBI: ONPEIeTIeHUE MTOJIUTUKH
6e3omacHocTH, npoekTupoBanue moaenu MC, paspadotka koga UC, obecrieuenne rapanTuit
COOTBETCTBUS pealln3alliyl 3aIaHHON TIOJMUTHKE OE30TTaCHOCTH.

[TpuunHbl HapyeHus: 0e30nacHOCTH UH(GOpMauu Ipu ee 00paboTke KpunrorpadhudecKuMu
CpeICTBaMHU.
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[TonsiTue ataku Ha cucteMy UHMOpPMAITMOHHOM Oe3omacHoCcTH. OCOOCHHOCTH JTOKATBHBIX
aTax.

Pacripenenennbie ”HGOPMAITMOHHBIE CHCTEMBI. Y JaJIEHHBIC aTakd HAa WHPOPMAITMOHHYIO
CUCTEMY.

Kanaubel mepeaun naHHbIX. YTeuka HHPOPMAIMU. ATaKU HAa KaHAIIBI IIEpeadu TaHHbBIX.
dusmndeckue cpencTBa odecrnedeHuss HHOOPMaIMOHHOM Oe30MacHOCTH.

OnexrponHas nmoura. [Ipobiaemsl obecniedeHrs 6€30IaCHOCTH MOYTOBBIX CEPBUCOB U UX
peIICHMS.

Bupycsl 1 MeTo/11 60pbOBI ¢ HUMU. AHTUBUPYCHBIC TPOTPAMMBI M TTAKETHI.
[TporpamMMHoO-anmapaTHbIE 3aIIUTHl HHPOPMAITMOHHBIX pecypcoB B HTepHeT. MexceTeBble
9KpaHbl, NX (YHKIIUU ¥ HA3HAUCHUSI.

BupryansHbie yacTHBIE ceTH, UX (DYHKIIMU ¥ Ha3HAYCHUE.



